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Abst r act

Thi s docunment addresses critical security-related itens that are
m ssing from existing FedFS Proposed Standards.

Requi rement s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunment are to be interpreted as described in [RFC2119].

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (1ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on Novenber 3, 2016
Copyright Notice

Copyright (c) 2016 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

This docunment is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust

Lever Expi res Novenber 3, 2016 [ Page 1]



Internet-Draft FedFS Security Addendum May 2016

include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.

Tabl e of Contents

1. Introduction . . .
1.1. Problem Stat emant GSSAPI servi ce nane for ADM N
1.2. Problem Statenent: GSSAPlI service name for NSDB .
1.3. Problem Statenent: Conprom sed NSDBs .

2. GSSAPI Service Name for the FedFS ADM N pr ot ocoI

3.

GSSAPI Service Nane for the FedFS NSDB pr ot ocol
3.1. Cross-real mconsiderations o
Fenci ng Conpromi sed NSDBs .
Security Considerations .
| ANA Consi derations .
Acknowl edgenent s
Ref erences .
8 1. Normative References
8.2. Informative References
Aut hor’ s Address

ONoO A
©CONNNN~NOOUTDSWWNN

1. Introduction

Requirements for federated fil esystens are described in [ RFC5716].
Speci fication of the protocol used by adm nistrators to configure
fileservers and construct nanmespaces is provided in [ RFC7533].
Specification of the protocol allowing fileservers to store nanespace
information is provided in [ RFC7532].

These docunents are now i mmutable. However, sone security-related
concerns have arisen that should be addressed i medi ately rather than
wai ting for another version of these protocols to be ratified.

1.1. Problem Statenment: GSSAPI service nane for ADM N

After 1 ESG review, the Security Considerations chapter of [RFC7533]
now specifically requires that inplenentations of this protocol
support GSSAPI security nechani sns.

ADM N protocol clients nust use a service principal to establish a
GSS context shared with an ADM N server. To construct the service
principal, clients need to know a priori the protocol’s GSSAPI
service nane. The formof that service nane is described in section
4.1 of [RFC2743].

Al so according to the final paragraph of section 4.1, requesting an
addition to the "GSSAPI/ Kerberos/ SASL Servi ce Names" registry
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requires a specification. Because [RFC7533] cannot be changed, a new
speci fication nust be provided.

.2. Problem Statenent: GSSAPI service name for NSDB

[ RFC7532] specifies that NSDB services nust be based on the LDAP
protocol [RFC4511]. [RFC7532] and [RFC7533] already specify a
mechani smto protect NSDB connections using x.509 [ RFC4513].

In some cases, it is inconvenient for domain administrators to
provide x.509 certificates for NSDBs. One reason night be that

adm ni strators have no access to a public trusted Certificate

Aut hority. |If a Kerberos TGI service is available locally, for
exanple, that could be a nore | ogical choice than x.509 for managi ng
NSDB server identity.

The RPC [ RFC5531] and LDAP protocols have GSSAPI in comon. The
present docunment clarifies the use of existing SASL GSSAPI nechani sns
when depl oyed with NSDBs. |t does not address how the ADM N pr ot ocol
can specify SASL GSSAPI in NSDB connection paraneters.

.3. Problem Statenent: Conproni sed NSDBs

The FedFS ADM N RPC prot ocol provides a mechani smfor provisioning
NSDBs on renote fileservers. The operations it provides are

FEDFS _SET_NSDB_PARAMS, FEDFS GET_NSDB_PARAMS, and

FEDFS _GET_LI M TED_NSDB_PARAMS

FEDFS SET NSDB PARAMS specifies the nane of an NSDB and the security
nmode to use when connecting to this NSDB. The fileserver connects to
an NSDB in order to resolve a FedFS junction. The ADM N pr ot ocol
specification further says:

On success, this operation returns FEDFS OK. Wen the operation
returns, the new connection paraneters SHOULD be used for al
subsequent LDAP connections to the given NSDB. Existing
connections MAY be terminated and re-established using the new
connection parameters. The connection paraneters SHOULD be
durabl e across fileserver reboots.

There are two security nodes defined in the protocol specification
FEDFS_SEC NONE, whi ch does not authenticate the LDAP server; and
FEDFS _SEC TLS, which uses START_TLS (RFC 4513) to authenticate the
LDAP server.

When FEDFS SEC TLS is specified with the FEDFS SET _NSDB PARANMS
operation, an x.509v3 certificate chain is also provided to the
fileserver. The fileserver uses the provided certificate to

Lever Expi res Novenber 3, 2016 [ Page 3]



Internet-Draft FedFS Security Addendum May 2016

aut henti cate subsequent connections to this NSDB. The

FEDFS_SET _NSDB_PARAMS operation can change the connection security
used by a fileserver to connect to a particular NSDB from NONE to TLS
or TLS to NONE.

Over time, donmain adninistrators add NSDB connection paraneters to
each of their fileservers to enable FedFS junction resolution. The
specified NSDB may be the domain’s own, or it might be an NSDB in a
forei gn domain.

Many junctions on nultiple fileservers can be created that use a
particular NSDB. There is no way to find such junctions w thout an
exhaustive search. Since filesystem namespace topol ogy can evol ve
arbitrarily over tine, a recorded pathnane of any junction is al nost
guaranteed to becone stale.

Now suppose we have two FedFS domai ns: exanpl e. net and

uni versity.edu. Suppose university.edu fileservers have a nunber of
junctions that refer to | ocations maintai ned by exanpl e.net, and thus
university.net’s fileservers are configured to resolve junctions on
exanpl e. net’ s NSDB

One day Mallory conproni ses exanple.net’s NSDB, but the donmain
adm nistrator there is on a long vacation. The adm nistrator at
uni versity.net discovers the conprom se inmedi ately, but has no
control over the foreign NSDB and cannot create a fresh x.509
certificate or verify that the contents of the NSDB are unnol ested
The only choice is to find and renove every junction in the

uni versity.edu domain that contains the conprom sed NSDB

If university.edu is using a good inplenentation of FedFS, the

adm nistrative tools it provides might allow an adm nistrator to
simply visit each of its fileservers and mark the exanpl e. net NSDB as
conprom sed. Any junction resolution that attenpts to use that NSDB
would fail, but all junctions remain in place. Wen exanple.net’s
adm ni strator gets back from holiday and cleans up the ness, the

uni versity.edu adm ni strator can then update each of her fileservers
with fresh connection paraneters for that NSDB

However, none of this can be done renotely using the FedFS ADM N
protocol. It does not have a nechanismfor renoving NSDB connection
paraneters or for fencing a conprom sed NSDB

2. GSSAPI Service Name for the FedFS ADM N pr ot ocol

Section 6 of [RFC7533] requires a FedFS ADM N server to support the
RPCSEC GSS franmework [ RFC2203]. The present docunent specifies the
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GSSAPI service nane, as described in Section 4.1 of [RFC2743], to be
used for the FedFS ADM N pr ot ocol .

Regar dl ess of what security mechani smunder RPCSEC GSS is in use, a
FedFS ADM N server MJST identify itself in GSSAPI via a
GSS_C NT_HOSTBASED SERVI CE nane type. GSS _C NT_HOSTBASED SERVI CE
nanes are of the form

servi ce@ost nane
For the ADM N protocol, the "service" elenent is

f edf s-adm n
I mpl enent ati ons of security nechanisns will convert fedfs-
adm n@ostnanme to various different fornms. For Kerberos V5, the
followi ng formis RECOMVENDED:

f edf s- admi n/ host nane

This service nane SHOULD NOT be used to authenticate ot her GSSAPI
servi ces.

3. GSSAPI Service Nanme for the FedFS NSDB pr ot ocol

Section 5.2.1.1 of [RFC4513] specifies the GSS service name for LDAP.
LDAP servers acting as NSDBs MJST use this service name, which is of
the form

servi ce@ost nane
When accessing an NSDB service, the "service" elenment is

| dap
| mpl enent ati ons of security nechanisns will convert | dap@ostnane to
various different forns. For Kerberos V5, the following formis
RECOMVENDED:

| dap/ host nane
FedFS-enabl ed file servers act as NSDB clients when resol ving FedFS
junctions. In order to access NSDBs via SASL GSSAPI, such clients
would first authenticate to a KDC. To avoid a requirenment for human
interaction (say, to enter a Kerberos password), such clients should

utilize a key stored in a keytab. dients MAY use nfs/hostnane, but
MUST NOT use fedfs-admni n/hostnane.
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3.1. Cross-real mconsi derations

Note that the target NSDB' s REALMis not specified above. Wen
aut henticating a GSSAPI service, NSDB clients typically have a
service nane (in this case "ldap") and the fully qualified domain
name of the NSDB server. The underlying LDAP client library wll
either:

1. Find the server’s REALM based on | ocal configuration, or

2. Request a referral fromthe local KDC if the NSDB server’'s FQDN
is not registered in the default REALM

Therefore, a pre-existing trust relationship nust exist between the
REALM of a FedFS-enabled file server and the REALMs contai ni ng

foreign NSDBs containing junctions that file server wants to resol ve
In this instance, an x.509 certificate nay be a preferrabl e approach

4. Fencing Conproni sed NSDBs

An NSDB is considered "foreign" relative to a particular FedFS domain
if that donmmin’s adninistrator has no adninistrative access to that
NSDB

When a FedFS domain adninistrator is faced with a forei gn NSDB t hat
is conprom sed or otherwi se unusable, and in the absense of an

i mpl ement ati on- provi ded mechani sm for fencing an NSDB, the

adm ni strator can fence that NSDB using the follow ng technique

1. The administrator locally generates a new certificate for the
conmprom sed foreign NSDB. The certificate can be self-signed, or
signed by the administrator’s local certificate authority.

2. The administrator distributes this certificate to all of her
domain’s fileservers using the FedFS ADM N protocol or sone other
secure neans. The connection security for the foreign NSDB is
set to FEDFS_SEC TLS on each of the local domain's fil eservers.

3. The administrator requests fresh certificate material fromthe
adm ni strator of the foreign NSDB

4. \When the threat has passed and the foreign NSDB is safe to use
again, the administrator can distribute the new valid certificate
material to her domain's fileservers

No change to the ADM N protocol as specified in [RFC7533] is required

to fence a conpromi sed NSDB. Step 2 guarantees that, on fileservers
in the admi nistrator’s local FedFS donmin, resolving a junction that
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8.

8.

ref erences the conprom sed foreign NSDB will fail until updated
certificate material is provided.

Security Considerations

When depl oyi ng FedFS, the use of security nechanisns that naintain
the confidentiality of all network conmunications is reconmended.
This includes the use of any pseudoflavor that supports the
rpc_gss_svc_privacy service for the FedFS ADM N protocol, and the use
of TLS nmessage encryption for the NSDB protocol

When creating x.509 certificates for authenticati ng NSDBs,
i mpl ementations should utilize keys that are as large as practical
especially if certificate lifetimes are |ong.

Operational security is further enhanced by ensuring that all
hardware entropy sources are verified for cryptographic use. This
reconmendati on applies to the creation of x.509 certificate materi al
random variant UU Ds, and handshake keys used to secure transports,
for exanple.

Information stored in fedfsDescr and fedf sAnnotation attributes are
readabl e by any unaut henticated user of an NSDB, and therefore should
contain no sensitive information.

| ANA Consi derati ons

In accordance with Section 4.1 of [RFC2743], the service nane "fedfs-
admn" will be registered in the GSSAPI Service Name registry at
http://ww. i ana. or g/ assi gnnent s/ gssapi - servi ce-nanes/ gssapi - servi ce-
nanes. xm

The new entry should reference the present docunent as the
speci fication.
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